The Policy Challenge of Al
in Media and Ethics

ANARAN AS.HSISIY SIUFH

NANG. MIRNINISINSTIFL



Usingnisal AI aun1saad1s



Al In Media

Enhanced
Content
Personalization

Transformative
@@ AR and VR

Pokemon GO Experiences
Targeted @
Advertising
Spotify
Streaming
Quality
Optimization
Content ~
Distribution ‘Disngp+
Control Disney+
Predictive
Analytics for
Content Strategy
Warner Bros.
Efficient
Content
Categorization Google Photos

Media Platform szaulannu Al

Source: https://www.superannotate.com/blog/ai-hallucinations



Al in Entertainment: Transformative effects

Personalizing
recommendations:
Al can analyze user data to
recommend content that
they'll like

Enhancing user
experience:

Al can make it easier to find
and enjoy content with
chatbots and voice recognition

Targeting marketing
campaigns:

Al can target marketing
campaigns more effectively
based on user interests

Generating
creative content:

Al can create music, scripts,
and video games

Optimizing content
distribution:

Al can deliver content quickly
and reliably based on user
location

Automating
production tasks:

Al can edit and render content,
freeing up creative talent

Source: https://www.robosoftin.com/blog/ai-impact-in-shaping-the-entertainment-industry
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COMMENTARY

Misinformation reloaded?
Fears about the impact of
generative Al on
misinformation are overblown

Gen Al
Al disinformation

Many observers of the current explosion of generative AI worry about its impact on our
information environment, with concerns being raised about the increased quantity, quality,
and personalization of misinformation. We assess these arguments with evidence from
communication studies, cognitive science, and political science. We argue that current

concerns about the effects of generative Al on the misinformation landscape are overblown.

TACKLING DISINFORMATION: A LEARNING GUIDE

Generative Al 1s the ultimate disinformation
amplifier

Generative artificial intelligence tools allow anyone to quickly and easily create massive
amounts of fake content.
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Audio Watermarking Won't Solve the Real Dangers of Al Voice
Manipulation

by Justyna Lisinska October 18, 202

Al and deeprfake

BlBJC

Home News Sport Business Innovation Culture Arts

The racist Al deepfake that fooled and
divided a community

5 October 2024 Share« Save+

Marianna Spring
BBC Disinformation and social media correspondent
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How Al hallucinations work

Query

@ What's the capital of Mars?

LB oD

training data LLM '
Response
s
The capital of Mars is Elonville. W

Al Hallucination: Uswngnisaifl Al a¥wdayafilsifiadulun

Source . https://www.superannotate.com/blog/ai-hallucinations
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Source: https://www.timesnownews.com/technology-science/racist-ai-stuns-all-transforms-asian-mit-grad-into-a-white-woman-for-linkedin-article-102301138



Source: https://www.cbsnews.com/news/real-photo-ai-competition-flamingone-miles-astray/

Source: https://talking-pictures.net.au/2023/04/01/boris-
eldagsen-the-woman-who-never-was/
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EU Artificial Intelligence Act: Risk levels

Social scoring, mass

surveillance, manipulation of Prohibited
behaviour causing harm

Access to employment, Conform ity
education and public services, . -

safety components of vehicles, H Igh risk assessment

law enforcement, etc.

Impersonation, Chatbots,
emotion recognition,
biometric categorization

Transparency

Limited risk obligation

deep fake

No

Remaining Minimal risk obligation

Source: https://www.telefonica.com/en/communication-room/blog/a-fit-for-purpose-and-borderless-european-artificial-intelligence-regulation/
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Healthcare

HaNssNUEaAvAld 210 Al

and unequal access
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Holistic Al

Source: https://www.holisticai.com/blog/what-is-ai-bias-risks-mitigation-strategies
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e ANUIUSIA (transparency)

* ANUNYRSTSU (justice)

o ANUUuUsSssu (fairness)

e MslinatmnNnURs1y (non-maleficence)

* ANNSUNAYDU (responsibility)
uazaaumUle (accountability)

o ANuUuaIUM (privacy)

e LATNNW (freedom)

° ﬂ'gfluLﬁaﬁaIﬁ (trust) Picture source: https://tenor.com/view/malzfi‘;?fgg;gg;ilear—What—an—awkward—situation—evil—villain—



EU’s 7 Key Requirements of Trustworthy Al

Al systems should empower human beings, allowing

them to make informed decisions and fostering their
fundamental rights

Human agency
and oversight

: i A tahili Tedhnical robustress .
Mechanisms should be put |.nb!:I).Itace t;) R and safety Al systems need to be resilient and secure
ensure responsibility an
accountability for Al systems and their
outcomes
Houl ok Societal and . besides ensurlng.full respect for privacy
Al systems should benefit all human environmantal Privacyanddata | and data protection, adequate data
beings, including future generations wellbeing govemance governance mechanisms must also be
ensured
Al systems should be accessible to all, regardless Diversity,

non-dis crimination Transparency Al systems and their decisions should be

and faimess explained in a manner adapted to the
stakeholder concerned

of any disability, and involve relevant
stakeholders throughout their entire life circle

Source: https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
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.+ Al LITERACY

~ FRAMEWORK

1. HARDWARE & SOFTWARE 5. SAFETY

+ Know which Al tool to use « Know risks and liabilities of Al tools
« Review privacy policies for data usage

« Use Al tools and features on
phone/tablet/laptop/desktop « Manage risks to personal info and wellbeing
« Use Al in ethical ways and assess environmental impact

2. INFORMATION & DATA LITERACY 6. PROBLEM SOLVING
: , [ —
« Use Al to access new info and organize data « Recognize errors and inconsistencies in outputs >
« Evaluate Al output « Identify and solve Al-related problems
« Modify techniques to improve Al performance R

« Use Al to create insights and improve processes
« Identify skill gaps and continually learn

3. COMMUNICATION & COLLABORATION 7. CAREER COMPETENCIES

+ Converse with Al systems and chatbots s « Use and customize Al tools in specific field CJﬁ
« Manage and share Al content e

§ « Understand and analyze Al content in specific field
+ Determine whether/how to acknowledge Al « Combine industry expertise with Al analysis and
« Use Al in collaboration with others

processes
4. CONTENT CREATION
; CREATED BY MAPPING Al SKILLS ONTO THE UNESCO DIGITAL LITERACY GLOBAL FRAMEWORK
« Use Al to create and personalize new ﬁ DR. KARA KENNEDY | KENNEDYH(Q.COM | 2023

content and adapt existing content N
« Understand legal and ethical issues with b Sl L L)

Al datasets, models, and output

Source: https://kennedyhqg.com/wp/2023/12/21/ai-literacy-framework/



Al Literacy

the ability to comprehend,
utilize, and critically evaluate
Artificial Intelligence.

an understanding of how Al
systems function, their
applications, and implications
in diverse fields

An Al-literate individual
possesses the knowledge to
engage with Al technologies,
comprehend their benefits,
and evaluate their ethical
and societal impact.

The Components of Al Literacy

|

Understanding Al
Concepts

l

Critical Thinking Ethical and
and Problem Social
Solving Implications

ecotenceé

Source: https://www.linkedin.com/pulse/ai-literacylets-learn-ecotence-s4ade/

|

Al Application
Proficiency
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What drives digital economy?

* Platform services built upon network infrastructure and

advances in digitalization (large increase in volume of

data gathered, and capabilities for analyzing data and the

purposes for which it may be used) are major drivers of

the digital economy

 The attention of platform users is being directed and
shaped in the interests of making money. The potential
for generating revenue is creating strong incentives to
devise attractions for platform users, even when those

attractions are morally and legally dubious.

Source: https://soacloudsecurityblog.wordpress.com/2015/01/31/success-of-data-insight-driven-enterprises-in-digital-economy/



we What 1s “Dataification”?

Big companies that use Big Data & Al
* The use of data gathered about users by

platforms (i.e. their interests and preferences as
revealed by their interactions on the platform)
to secure economic (and political) value

* The conversion of any phenomenon, including
user behavior occurring during online
interactions, into data

* The turning of collected data into quantified
format, so that they could be tabulated and
analyzed

* The deployment of data for different functions
i.e. price discrimination, user profiling, placement
of advertising content, product or service
bundling

Source: https://www.valuer.ai/blog/is-the-datafication-promise-still-creating-new-investment-opportunities
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THAILAND'S Al ETHICS
AND REGULATION
GUIDELINES

« Office of the National Digital
Economy and Society
Commission (ONDE)

» Electronic Transactions
Development Agency (ETDA)

« Chulalongkorn University’s
Research Center for Law and
Development




Al PRINCIPLES
OECD ONDE, ETDA

COMPETITIVENESS AND
_ SUSTAINABLE DEVELOPMENT |
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GROWTH @
( HUMAN-CENTERED VALUES
AND FAIRNESS ) @a
TRANSPARENCY AND
EXPLAINABILITY ) =
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AV
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AND SAFETY )
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| INTERNATIONAL STANDARDS |

TRANSPARENCY AND
ACCOUNTABILITY

N N\

[SECURITYANDPRIVACY ]

[ FAIRNESS ]

https://oecd.ai/ai-principles [ RELABILITY j

e

(ACCOU NTABI LITY)

https://www.etda.or.th/th/pr-news/Al-Governance-Gui.aspx



Al PRINCIPLES

CU’S Research Center for Law and Development

FAIRNESS AND

N
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~

J

( PRIVACY ] / @ L NON-DISCRIMINATION
. 3 %
HUMAN CONTROL OF
ACCOUNTABILITY ) @ Q L TECHNOLOGY
)
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p
PROFESSIONAL RESPONSIBILITY

N
J

N N\

e

[ PROMOTION OF HUMAN

EXPLAINABILITY ) v VALUE

)

SAFETY AND SECURITY . @
) 2
TRANSPARENCY AND
\\—/

BASED ON THE BERKMAN KLEIN CENTER FOR INTERNET AND
SOCIETY

THAILAND ARTIFICIAL INTELLIGENCE GUIDELINES 1.0 https://www.law.chula.ac.th/event/20152/



1. Instruction and Evaluation

Instructors should understand the capabilities
and limitations of the selected Al tool and
design the instructional and evaluation
processes appropriate to that tool.

Instructors should specify the scope,
guidelines, and rationale of the curriculum for
the use of Al tools such as ChatGPT, and
Google Bard.

If a course allows students to use Al tools, the
instructor should adjust the course evaluation
method accordingly. The evaluation should
not be based mainly on the work that
students can use Al tools to answer.

2. Use of Al Tools

Al is simply a tool. Users are responsible for the accuracy
of the information and the resulting pieces of work.

If Al tools are used in any work, the reference and scope
of the use should be specified. Concealment, and failure
to mention Al usage constitute a violation of ethical
principles and may be subject to disciplinary actions
under relevant regulations or regulations.

3. Confidentiality and Personal Data
Input of confidential information of any agencies or
personal information into Al systems without the consent
of the parties involved is prohibited.



Proposed guidelines

1. Human control
2. Avoid Al-generated pictures
3. Use of Al only for purpose of demonstrations
4. Al-generated content must be clearly identified

5. There must be persons in charge and responsible
for the use of Al

6. No personal data used in training

7. Al cannot replace human

https://tja.or.th/view/booklet/1449022




Unanswered and unaddressed questions
about existing Al ethics in Thailand
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Model Biased Al
— Training Outcomes
Biased Data ‘ ]
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Picture source: https://towardsdatascience.com/data-curation-practices-to-minimize-bias-in-medical-ai-379bf6983de?2
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Picture source: https://ischoolonline.berkeley.edu/blog/artificial-intelligence-bias/
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Source: https://theweek.com/political-satire/1022489/ai-evolution

* Social media platforms that do not use addictive algorithms are
outcompeted by platforms that do, hence leading to a race to the
bottom, morally and socially.

* More effective Als are the ones that are less prone to human control.



LRAINYINUNAYIIUID (Power)

P P2 [ <l
Power to (Msiiuazlygai1un) Power over (WavAiuauiiuidilv)
. msfidnonwite ANuAsaARRUATAAANAIWS 150 «  mMsiidndwaniie MsaAsaud s Msuavilva AL
NaVieNULNRE 9 tRaE i 1ASYAS
©  UUIWSIUDINISLASULSY LFSUNWAY Lﬁuwﬁdﬁﬁ;ﬁﬁu . DudunafiadeluleedaduiBessuu Wy nguiny a3

(empower) TUUSTTU ALY BARNIUS STUUMIMATULAE



259ss5sd (Ethics) NU Wava11d (Power)

911D A9 AU UL
ﬁqﬂﬂauﬁm LA

ANUULDFDTUIUDIF UL
MYTARINUAUNUS
AIAUNTNISEDSDY

Max Weber

TR
Michel Foucault

SrunalitduovAutnALils
WEIDE TUNINAUVINILIAY
WNSNBUBYTUANUTUNWUS
MlASIAS W TUAIANK Y
YRAUS INVIFAERS LAz
"§EUIUUNIAIUDGY"






